Alpha Academy Charter School Responsible Use Policy for IT Equipment

Introduction

Alpha Academy Charter School is committed to providing a supportive and safe learning
environment. Our use of technology is integral to achieving our educational goals. This Responsible
Use Policy (RUP) outlines the guidelines and expectations for the appropriate use of Information
Technology (IT) equipment by students, staff, and faculty. Adhering to these guidelines ensures that
all users can benefit from technology in a safe, respectful, and academically focused environment.

Purpose

The purpose of this policy is to ensure that IT equipment is used responsibly, ethically, and legally.
This policy applies to all IT equipment owned, leased, or used by Alpha Academy, including but not
limited to computers, tablets, smartphones, networks, software, and other electronic devices.

Scope

This policy applies to all students, staff, and faculty at Alpha Academy Charter School. It
encompasses the use of IT equipment both on and off school premises, during school hours, and at
school-sponsored events.

General Guidelines

1. Respectful Use: All users must treat IT equipment with care and respect. Damaging or
defacing equipment, engaging in unauthorized repairs, or using equipment in a manner that
disrupts others is prohibited.

2. Appropriate Content: Users must ensure that all content accessed, shared, or created using
school IT equipment is appropriate for the educational environment. Obscene, offensive, or
discriminatory material is strictly prohibited.

3. Legal Compliance: Users must comply with all applicable laws, including copyright, privacy,
and cyberbullying laws. Illegal activities, including unauthorized access to systems (hacking),
downloading pirated software, or spreading malicious software, are prohibited.

4. Security: Users are responsible for maintaining the security of their accounts and devices.
Passwords must be kept confidential, and users must log out of their accounts when
finished. Sharing login information or attempting to access another user's account is
forbidden.



Student Responsibilities

1. Educational Use: IT equipment provided to students is intended for educational purposes
only. Personal use should be limited and must not interfere with academic responsibilities.

2. Supervision: Students should use IT equipment under the supervision of a teacher or staff
member, particularly when accessing the internet.

3. Respecting Privacy: Students must respect the privacy of others. This includes not accessing,
modifying, or sharing another person's files or data without permission.

4. Reporting Issues: Students must report any technical issues, damage, or inappropriate
content to a teacher or IT staff member immediately.

5. Internet Use: Internet access is provided to support educational activities. Social media,
gaming, and other non-educational activities should be minimized and are subject to
monitoring.

Staff and Faculty Responsibilities

1. Role Modeling: Staff and faculty should model responsible use of IT equipment and ensure
students understand and follow the RUP.

2. Supervision: Teachers and staff are responsible for supervising student use of IT equipment
and ensuring it aligns with educational objectives.

3. Professional Use: IT equipment provided to staff and faculty is intended for professional use.
Personal use should not interfere with job responsibilities or violate school policies.

4. Data Protection: Staff and faculty must protect sensitive and confidential information. This
includes adhering to data protection policies and securing devices with passwords and
encryption.

5. Professional Development: Staff and faculty are encouraged to engage in ongoing
professional development to stay current with technology trends and best practices.

Acceptable Use

1. Educational Activities: Using IT equipment for research, completing assighments, accessing
educational resources, and other academic purposes.

2. Communication: Utilizing school-approved platforms for communication between students,
teachers, and parents regarding school-related matters.

3. Collaboration: Participating in online discussions, collaborative projects, and other activities
that promote learning and teamwork.

4. Creativity: Using technology to create presentations, videos, graphics, and other projects
that enhance learning and demonstrate understanding.

Unacceptable Use



1. Inappropriate Content: Accessing, creating, or sharing content that is offensive,
discriminatory, or harmful.

2. Cyberbullying: Engaging in any form of cyberbullying, harassment, or disrespectful behavior
towards others.

3. lllegal Activities: Participating in activities that violate laws, including hacking, downloading
pirated software, or spreading malware.

4. Commercial Use: Using IT equipment for commercial purposes, including buying or selling
goods and services, without authorization.

5. Disruption: Engaging in activities that disrupt the educational environment or damage IT
equipment.

Consequences of Misuse

Violations of this Responsible Use Policy may result in disciplinary action, including but not limited
to:

® Loss of IT privileges
e Detention or suspension

® Legal action, if applicable

Consequences will be determined based on the severity of the violation and in accordance with
school policies.

Privacy and Monitoring
Alpha Academy Charter School reserves the right to monitor and inspect all IT equipment and usage

to ensure compliance with this policy. Users should have no expectation of privacy when using
school IT equipment. This includes, but is not limited to, internet usage, emails, and stored files.

Reporting Violations
All users are encouraged to report any violations of this policy to a teacher, staff member, or IT

administrator. Reporting can be done confidentially, and retaliation against individuals who report
violations will not be tolerated.

Training and Support

Alpha Academy Charter School is committed to providing training and support to ensure all users
understand and adhere to this Responsible Use Policy. This includes:



e Regular training sessions for students, staff, and faculty on responsible use of IT equipment
® Access to resources and support for resolving technical issues
e Ongoing evaluation and updates to the RUP to reflect new technology and emerging issues

Conclusion

The responsible use of IT equipment is essential for maintaining a safe, respectful, and effective
learning environment at Alpha Academy Charter School. By adhering to this policy, all users
contribute to a positive educational experience and the successful integration of technology into our
school community.



